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ABSTRACT 

Cardiovascular disease (CVD) remains the leading cause of mortality worldwide, with early detection being vital for 

reducing life-threatening complications and improving patient prognosis. Traditional machine learning (ML) models for 

CVD prediction require centralized access to large-scale clinical data, but such access is often restricted due to privacy 

regulations and institutional barriers. To overcome these challenges, this study proposes a privacy-preserving federated 

learning (FL) framework that enables multiple healthcare institutions to collaboratively train predictive models without 

sharing sensitive patient data. The framework employs a multilayer neural network trained using the Federated Averaging 

(FedAvg) strategy, combined with data preprocessing techniques including standardization and class balancing via 

Synthetic Minority Oversampling Technique (SMOTE). Experimental evaluations using a real-world CVD risk dataset 

demonstrate that the proposed federated model achieves a classification accuracy of 94.0%, an F1-score of 93.5%, and 

outperforms centralized and local baselines. Communication overhead is kept minimal, averaging ~75 KB per round, and 

the model shows strong convergence across heterogeneous client data. An ablation study further confirms the critical role 

of SMOTE and local training configurations in model performance.  

Keywords: Cardiovascular Disease Detection; Federated Learning; Privacy Preservation; Deep Neural Networks; Class 

Imbalance Handling; Distributed Healthcare AI. 
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1. INTRODUCTION 

 

Cardiovascular diseases (CVDs) remain the leading cause of death globally, accounting for approximately 17.9 million 

deaths annually, which represents about 32% of all global deaths according to the World Health Organization [1]. Early 

detection of CVDs is crucial as it significantly improves the prognosis, reduces treatment costs, and lowers mortality rates 

through timely interventions. Traditional diagnostic procedures such as electrocardiograms (ECG), echocardiography, and 

computed tomography (CT) scans have been widely used for CVD detection. However, the integration of artificial 

intelligence (AI), particularly machine learning (ML) techniques, has revolutionized disease diagnosis by enabling rapid, 

accurate, and scalable prediction models that can assist clinicians in identifying at-risk individuals early in the disease 

trajectory. 

 

ML algorithms have demonstrated high performance in classifying CVDs using structured and unstructured clinical data, 

including vital signs, laboratory results, and medical imaging [2]. Deep learning (DL) models, such as convolutional neural 

networks (CNNs) and recurrent neural networks (RNNs), have further enhanced this field, especially in image and signal-

based diagnostics. For example, studies leveraging ECG data for arrhythmia detection using deep neural networks have 

achieved accuracies exceeding 90% [3], indicating the viability of AI-assisted cardiac care. The deployment of these 

models in clinical settings promises to reduce diagnostic errors and improve overall healthcare efficiency. 

 

Despite these advancements, several challenges hinder the full-scale deployment of ML in healthcare diagnostics. Concerns 
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about data security and privacy rank highest among them. Strict legal frameworks like the General Data Protection 

Regulation (GDPR) in Europe and the Health Insurance Portability and Accountability Act (HIPAA) in the US safeguard 

sensitive medical data. These regulations restrict the free sharing of patient data across institutions, thereby impeding the 

development of robust, generalized AI models that require large, diverse datasets for training [4]. 

 

Centralized data approaches, wherein data from multiple institutions are pooled into a single location for model training, 

are particularly susceptible to breaches and raise significant privacy concerns. Moreover, such approaches often fail to 

represent the heterogeneity of healthcare systems, including differences in patient demographics, diagnostic equipment, 

and medical practices. These discrepancies can lead to biased models with poor generalizability across different healthcare 

environments. Additionally, the high computational and communication costs associated with transmitting large volumes 

of medical data further constrain centralized strategies, making them inefficient and potentially impractical for real-world 

deployment. 

 

Federated Learning (FL) emerges as a good way to address the above limitations. FL is a decentralized machine learning 

paradigm that enables multiple institutions to collaboratively train a shared global model without transferring raw patient 

data outside their local systems [5]. Instead, model updates such as gradients or weights are exchanged and aggregated in 

a privacy-preserving manner, thus keeping patient data secure and compliant with regulatory standards. In healthcare, FL 

has demonstrated remarkable potential in balancing model performance with data privacy. For instance, [6] showcased that 

FL could achieve comparable accuracy to centralized models in brain tumor segmentation while maintaining complete data 

decentralization. Techniques such as differential privacy, secure multi-party computation, and homomorphic encryption 

can be integrated within FL frameworks to further enhance security and resilience against adversarial attacks [7]. Moreover, 

the heterogeneity of healthcare data, which is a challenge for centralized systems, can be better managed in FL through 

personalization strategies and robust aggregation mechanisms. 

 

Motivated by the pressing need for early and privacy-preserving detection of CVD, this study contributes a technically 

robust and scalable solution through federated learning. First, we introduce a novel FL-based diagnostic framework tailored 

for CVD prediction, facilitating cooperative model training across several dispersed healthcare facilities. By ensuring that 

raw patient data never leaves local nodes, the framework adheres to stringent privacy regulations while maintaining data 

sovereignty and institutional autonomy. 

 

Second, we implement and evaluate a multilayer neural network trained under the Federated Averaging (FedAvg) strategy, 

incorporating essential preprocessing techniques such as feature standardization and class rebalancing via SMOTE. Our 

model is rigorously compared with centralized and local baselines using a real-world CVD dataset. The federated model 

consistently outperforms these baselines, achieving a classification accuracy of 94.0% and an F1-score of 0.935, while 

demonstrating stable convergence across heterogeneous data environments. 

 

Third, we provide an in-depth analysis of the system’s communication efficiency and privacy trade-offs. Detailed metrics, 

including communication overhead (~75 KB per round) and encryption-based secure weight updates, validate the 

scalability and practicality of the proposed system. An ablation study further quantifies the impact of key variables such as 

class rebalancing and local training epochs on model performance. Together, these contributions position our FL 

framework as a promising, privacy-compliant solution for real-world deployment in CVD risk assessment and clinical 

decision support. Despite the growing success of AI in cardiovascular disease detection, the development and deployment 

of high-performance ML models are severely constrained by data privacy regulations and the limitations of centralized 

data storage approaches. Existing methods often fail to balance the dual needs of data utility and security, particularly in 

sensitive domains such as healthcare. There is a pressing need for privacy-preserving learning paradigms that can 

accommodate distributed data environments while delivering high predictive accuracy. 

 

The aim of this study is to develop and validate a federated learning framework for early and accurate detection of 

cardiovascular diseases. The framework is designed to preserve patient data privacy, enhance communication efficiency, 

and ensure high model performance in a distributed healthcare setting. Through extensive experiments and analysis, we 

aim to demonstrate that FL can serve as a viable alternative to centralized AI approaches, offering a scalable, secure, and 

effective solution for collaborative CVD diagnostics. 

 

Contributions made in this study: 

 Presented a privacy-preserving federated learning (FL) framework for early cardiovascular disease (CVD) detection, 

enabling collaborative model training across decentralized clinical datasets without exposing sensitive patient 

information. 

 Integrated a multilayer neural network with the Federated Averaging (FedAvg) strategy, achieving a robust balance 

between model accuracy and communication efficiency in non-IID and resource-constrained healthcare environments. 
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 Applied class balancing techniques during client-side preprocessing to address class imbalance issues, significantly 

improving model generalization and increasing accuracy by up to 6%. 

 Conducted a comprehensive performance evaluation, where the proposed FL model achieved 94.0% accuracy and 

0.935 F1-score, outperforming centralized and local baselines. 

 Validated communication efficiency and scalability, showing stable overhead (~75 KB per round) and convergence 

within 50 communication rounds. 

 

2. RELATED WORK 

 

Federated learning in healthcare 

In healthcare AI, federated learning has become a significant technique that allows for cooperative model training across 

several organisations without centralising private patient data. This paradigm is particularly valuable in healthcare, where 

privacy, data heterogeneity, and regulatory compliance pose significant barriers to data sharing. This subsection explores 

recent advancements in FL applications within clinical settings, focusing on its potential for secure, scalable, and privacy-

aware medical AI systems, the summary of key related studies are presented in table 1. 

 

Gaber et al. [8] developed FedCVD, a federated learning-based framework for cardiovascular disease prediction using 

logistic regression and SVM models. By leveraging federated learning, they enabled collaborative training across 

decentralized patient datasets while preserving data privacy. To address class imbalance in the data, they applied three 

resampling techniques: Random Over Sampling, Random Under Sampling, and SMOTE. Their experiments on the 10-

year risk of coronary heart disease Kaggle dataset showed that the federated models performed competitively or even better 

than centralized models. Notably, the federated logistic regression with SMOTE achieved an AUC of 0.7048, while the 

federated SVM with Random Under Sampling reached an AUC of 0.7340, outperforming the centralized SVM model 

(AUC of 0.6962). Antunes et al., [9] conducted a systematic literature review to explore the current state of federated 

learning applied to electronic health records (EHR) for healthcare applications. Recognizing the growing use of machine 

learning with sensitive medical data, they investigated how FL enables distributed model training without requiring central 

data aggregation, thus preserving privacy, trust, and regulatory compliance. Their review identified key research themes, 

proposed solutions, and case studies, along with the machine learning techniques employed across the field. Additionally, 

they proposed a general FL architecture tailored to healthcare based on insights from the literature. The review revealed a 

strong focus on privacy-preserving strategies and model aggregation improvements, demonstrating both the potential and 

challenges of applying FL to sensitive healthcare data. 

 

Xu et al., [10] reviewed the role of federated learning in addressing the challenges of fragmented and private healthcare 

data, which are typically dispersed across institutions such as hospitals, insurers, and pharmaceutical companies. They 

emphasized how FL enables the development of shared global models without transferring sensitive patient data, thereby 

facilitating privacy-preserving collaboration among disparate data holders. The paper specifically focuses on FL 

applications in the biomedical domain, summarizing the statistical, system-level, and privacy challenges associated with 

its implementation. The authors also outlined general solutions to these challenges and discussed the potential of FL to 

improve data-driven healthcare by enabling broader access to diverse datasets without compromising privacy or data 

ownership. Qayyum et al., [11] explored the integration of edge computing with clustered federated learning (CFL) to 

address the limitations of cloud-based healthcare systems, particularly concerning privacy, security, and latency. Focusing 

on automatic COVID-19 diagnosis, they proposed a CFL framework that enables intelligent processing of clinical data 

directly at the edge, minimizing the need to share sensitive information centrally. The framework was evaluated on two 

benchmark datasets involving different image modalities (X-ray and Ultrasound), where it demonstrated strong 

performance. Notably, the CFL-based approach achieved F1-score improvements of 16% and 11% over centralized models 

trained on multi-modal COVID-19 data. The authors also highlighted the technical challenges and deployment 

considerations associated with implementing machine learning at the edge, reinforcing the potential of CFL in privacy-

sensitive and time-critical healthcare applications. 

 

Chaddad et al., [12] addressed the privacy limitations of centralized AI models in healthcare and introduced federated 

learning as a privacy-preserving alternative. They emphasized how FL enables the training of global models without 

sharing sensitive patient data, making it particularly suitable for applications like medical image analysis and behavior 

recognition. The paper presents a comprehensive overview of FL fundamentals, categories, and its application across 

various healthcare domains. It contrasts FL with centralized learning, highlighting FL’s ability to maintain comparable 

model performance while ensuring data confidentiality. Additionally, the authors conducted a case study to demonstrate 

FL’s practical use in healthcare and discussed evaluation metrics, public datasets, and challenges such as system 

heterogeneity and data non-IID issues. The work concludes by outlining future trends and research directions to enhance 

FL’s effectiveness in real-world medical settings. Oh and Girish [13] examined the growing use of FL in clinical studies 

involving structured medical data, highlighting its potential to overcome the data-sharing limitations that hinder multicenter 
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research. They emphasized that while machine learning models require large datasets, accessing such data from a single 

institution is rarely feasible due to legal, technical, and business constraints. FL addresses this by enabling institutions to 

retain control over their data while contributing to a global model through the aggregation of locally trained models. The 

review summarized recent clinical applications of FL, showcasing its effectiveness in preserving privacy and facilitating 

collaboration. Additionally, the authors discussed key challenges and open questions, such as data heterogeneity, system 

scalability, and privacy-preserving mechanisms, underscoring areas for future research to make FL more robust and 

practical for structured healthcare data. 

 

Table 1. Summary of Key Studies on Federated Learning in Healthcare 

Authors Methodology Dataset Used Performance Limitations 

Gaber et 

al. [8] 

FedCVD using logistic 

regression and SVM with 

SMOTE, ROS, RUS for 

class balancing 

10-year CHD 

risk Kaggle 

dataset 

AUC: Fed-LR+SMOTE = 

0.7048, Fed-SVM+RUS = 

0.7340; both outperformed 

centralized models 

Limited to basic ML 

models; lacks deep 

learning or 

personalization 

strategies 

Antunes 

et al. [9] 

Systematic literature 

review; taxonomy of FL 

applications in EHR 

N/A (Review) Identified themes, proposed 

FL architecture, highlighted 

privacy-preserving 

techniques 

No experimental 

validation; focused only 

on structured EHR 

Xu et al. 

[10] 

Review of FL in 

biomedical domain; 

discussed statistical and 

system challenges 

N/A (Review) Outlined general FL 

solutions for privacy, data 

fragmentation, and access 

control 

High-level discussion; 

lacks detailed 

application-specific 

insights 

Qayyum 

et al. [11] 

Clustered Federated 

Learning (CFL) with 

edge computing for 

COVID-19 diagnosis 

X-ray and 

Ultrasound 

datasets 

CFL outperformed 

centralized baselines by 16% 

(X-ray) and 11% 

(Ultrasound) in F1-score 

Focused only on 

COVID-19; edge 

deployment challenges 

not fully addressed 

Chaddad 

et al. [12] 

Review and case study 

on FL for image analysis 

and behavior recognition 

Public 

healthcare 

datasets 

Comparable performance to 

centralized models; strong 

privacy preservation 

System heterogeneity 

and non-IID data 

handling remain a 

challenge 

Oh & 

Girish 

[13] 

Review of FL in clinical 

studies with structured 

medical data 

Structured 

medical records 

from multiple 

centers 

Effective for privacy-

preserving multicenter 

collaboration; highlights 

open issues in scalability and 

heterogeneity 

Did not explore imaging 

or multi-modal data; 

focuses on structured 

tabular data 

 

Existing CVD detection techniques (ML/DL-based) 

Machine learning and deep learning techniques have been extensively applied to detect cardiovascular diseases due to their 

ability to learn complex patterns from large-scale medical data. From traditional classifiers using clinical features to modern 

neural networks analyzing ECG and imaging data, a wide spectrum of models have been proposed. This subsection reviews 

notable ML/DL-based approaches for CVD prediction, highlighting their performance, limitations, and relevance to real-

world clinical deployment are presented in table 2. 

 

Khanna et al., [14] explored the use of machine learning (ML) and deep learning (DL) frameworks to predict cardiovascular 

disease (CVD) and stroke risk in patients with erectile dysfunction (ED) by analyzing carotid artery imaging. Recognizing 

the link between ED and coronary heart disease (CHD) through the atherosclerotic pathway, they reviewed 231 studies 

using the PRISMA methodology and proposed a dual-component approach: (i) examining the pathophysiological 

connection between ED and CHD, and (ii) applying ML/DL techniques to quantify morphological changes and characterize 

tissue in carotid arterial walls via ultrasound imaging. Their findings support the hypothesis that ML/DL can enable 

accurate and early CVD/stroke risk assessment in ED patients. The study concludes that integrating such AI-based 

techniques into routine ED care can lead to faster, more reliable, and precise risk stratification, enhancing early intervention 

and disease management. Munjral et al., [15] examined the interconnected pathophysiology of diabetic retinopathy (DR) 

and cardiovascular disease (CVD), highlighting DR as both a microvascular complication of diabetes and a strong indicator 

of atherosclerosis. Given the high cost of coronary artery disease (CAD) risk assessment, especially in low-income regions, 

the study advocates for the use of carotid B-mode ultrasound as a low-cost, non-invasive surrogate biomarker for CVD risk 

stratification in DR patients, leveraging the genetic and anatomical similarities between coronary and carotid arteries. The 

authors emphasized the potential of artificial intelligence (AI) to process large-scale imaging data, particularly ultrasound, 

to identify atherosclerotic plaque features and facilitate timely CVD risk prediction. The review provides a comprehensive 
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view of the progressive relationship between diabetes, DR, and CVD, proposes an AI-driven approach for risk 

identification, and extends the discussion to the implications of DR and CVD during the COVID-19 pandemic, 

underscoring the need for early and accessible risk assessment tools. 

 

Subhasini and Mohamed [16] explored the use of Internet of Medical Things (IoMT) and machine learning (ML) to improve 

cardiovascular disease (CVD) prediction and diagnosis, aiming to reduce mortality through early detection and treatment. 

Acknowledging the increasing adoption of wearable devices, they highlighted their role in enabling real-time health 

monitoring and disease pattern recognition. The paper reviewed two existing IoMT-based models Bagging-Fuzzy-Gradient 

Boosting Decision Tree (FGBDT) and Hybrid Random Forest-Linear Model (HRFLM), evaluating their performance 

based on metrics like accuracy, precision, sensitivity, specificity, F1-score, and processing time. While HRFLM excelled 

in accuracy and time efficiency, FGBDT performed better on precision-related metrics. To further enhance prediction 

performance, the authors proposed a novel Ensemble Support Vector Classifier – Weighted Random Forest (E-SVC-WRF) 

model. Experimental results demonstrated that E-SVC-WRF outperformed both HRFLM and FGBDT across all evaluation 

metrics, suggesting it as a more effective and balanced approach for CVD classification and prediction in IoMT-based 

healthcare systems. Fatima et al., [17] proposed an automated system for predicting and classifying the risk of cardiac 

arrest using ECG signals. Recognizing that early detection significantly improves treatment outcomes for cardiovascular 

diseases, they designed a pipeline where ECG signals, collected from various sources, are normalized and subjected to 

feature extraction using techniques such as Mel-Frequency Cepstrum Coefficients (MFCC), Melspectrogram, MFCC Delta 

1 & 2, and a novel ensemble MFCC feature vector. The extracted features were then classified using multiple machine 

learning models including Artificial Neural Network (ANN), Support Vector Machine (SVM), TPOT, and K-Nearest 

Neighbor (KNN). Among these, the ANN achieved the highest classification accuracy of 95.8%, demonstrating the 

effectiveness of the proposed ensemble feature approach. The study utilized a large, publicly available dataset of 

approximately 52,000 ECG signals and reported that their method outperformed existing techniques, making it a promising 

tool for clinical deployment in cardiac risk prediction. 

 

Chen et al., [18] introduced a multi-channel variational auto-encoder, named the mesh-image variational auto-encoder, to 

learn a joint representation of cardiac images and 3D heart mesh data for enhanced CVD prediction and diagnosis. Unlike 

prior research that focused on either imaging or mesh data alone, their approach integrates both modalities to derive a more 

comprehensive and explainable biomarker, termed Shape-Aware Image Representation (SAIR). Once trained, SAIR can 

be directly extracted from raw cardiac images without requiring segmentation masks, making it efficient and user-friendly. 

The method was validated using data from the UK Biobank and two additional datasets, achieving 81.43% accuracy in 

predicting acute myocardial infarction, outperforming traditional biomarkers such as chamber volume, mass, and ejection 

fraction. The approach also allows visualization of SAIR attention in the cardiac mesh, offering interpretability. Overall, 

this work presents a powerful and scalable technique for combining anatomical structure with imaging data, outperforming 

conventional diagnostic indicators and holding strong potential for clinical deployment in CVD analysis. Rao et al [19] 

focus on the early detection of atrial fibrillation (AF) a serious form of cardiac arrhythmia and a key contributor to coronary 

thrombosis (CT), a major global cause of mortality. Recognizing the influence of factors such as coronary artery disease, 

hypertension, alcohol abuse, and prolonged emotional stress, the paper highlights the complexity of diagnosing heart 

rhythm irregularities. With the ECG as the clinical gold standard, the research reviews and evaluates traditional and 

emerging AI approaches, particularly ML and DL, used to automatically analyze and classify ECG data for arrhythmia 

detection. The work compiles performance metrics such as accuracy, sensitivity, specificity, and positive predictive value 

(PPV) from recent literature to assess how effectively these computational methods identify signs of AF. Ultimately, the 

study underscores the critical role of AI-powered ECG analysis in enabling early and precise detection of heart conditions, 

which can significantly help reduce mortality rates associated with AF and CT. 

 

Table 2. Summary of Existing ML/DL-Based CVD Detection Techniques 

Authors Methodology Dataset Used Performance Limitations 

Khanna et 

al. [14] 

Dual approach: 

pathophysiology of ED–

CHD link and ML/DL on 

carotid artery ultrasound 

imaging 

Reviewed 231 

studies; 

ultrasound 

imaging 

Enabled early CVD/stroke 

risk prediction in ED 

patients; supports ML/DL 

for tissue characterization 

Lacks direct 

experimentation; mostly 

theoretical and review-

based 

Munjral et 

al. [15] 

AI-based ultrasound 

analysis of carotid arteries 

in DR patients for CVD 

risk stratification 

Imaging of 

DR patients 

Advocates low-cost, non-

invasive CVD risk 

screening using carotid 

ultrasound in low-income 

regions 

Limited to DR patient 

subgroup; lacks real-time 

deployment case studies 
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Subhasini 

& 

Mohamed 

[16] 

IoMT-based CVD 

prediction using FGBDT, 

HRFLM, and proposed E-

SVC-WRF model 

IoMT data 

from wearable 

devices 

E-SVC-WRF outperformed 

others: higher accuracy, 

precision, sensitivity, and 

lower processing time 

No clinical validation; 

data source scope may 

not reflect hospital-grade 

diagnostic settings 

Fatima et 

al. [17] 

ECG-based risk 

classification using MFCC 

features and classifiers 

(ANN, SVM, KNN, 

TPOT) 

52,000 ECG 

signals 

(public 

dataset) 

ANN achieved highest 

accuracy (95.8%); 

ensemble MFCC features 

proved highly effective 

Focused on signal data 

only; lacks integration 

with clinical imaging or 

patient history 

Chen et al. 

[18] 

Mesh-image variational 

autoencoder for joint 

representation learning 

(image + 3D heart mesh) 

UK Biobank 

and 2 external 

datasets 

81.43% accuracy in 

myocardial infarction 

prediction; SAIR biomarker 

more effective than 

traditional indices 

Requires mesh data 

which may not be widely 

available; high 

computation 

Rao et al. 

[19] 

AI for atrial fibrillation 

detection from ECG; 

review of ML/DL models 

and their clinical 

performance 

Literature-

based, 

focused on 

ECG data 

Demonstrates ML/DL 

efficiency in AF detection 

using ECG; supports 

reduced CT mortality 

through early detection 

Review-based; does not 

present a unified 

framework or model 

 

Privacy-preserving methods in ML 

As machine learning continues to penetrate sensitive domains like healthcare, privacy-preserving techniques have become 

essential to ensure compliance with legal and ethical standards. Methods such as federated learning, differential privacy, 

and secure multi-party computation have been developed to address these concerns as shown in table 3. This subsection 

examines state-of-the-art privacy-preserving approaches in ML, with an emphasis on their applicability to biomedical data 

and clinical AI workflows. 

 

Khalid et al., [20] addresses the gap between artificial intelligence (AI) research and its clinical adoption in healthcare, 

emphasizing the challenges that hinder the deployment of AI-based solutions in real-world medical settings. Despite the 

promise AI holds for enhancing healthcare performance and efficiency, barriers such as non-standardized electronic 

medical records, scarcity of high-quality datasets, and strict legal/privacy regulations remain significant. The study 

underscores the urgent need for privacy-preserving data-sharing techniques that enable AI model development without 

compromising patient confidentiality. The review focuses on state-of-the-art privacy-preserving methods, particularly 

Federated Learning (FL) and Hybrid Techniques, which allow collaborative model training across institutions while 

keeping sensitive data local. In addition to reviewing these methods, the study explores potential privacy attacks and 

associated security challenges, providing a comprehensive analysis of both technical advances and limitations. Ultimately, 

this work highlights future directions necessary to ensure the secure, ethical, and effective integration of AI into clinical 

practice, bridging the gap between research and implementation. Torkzadehmahani et al., [22] conducted a structured 

review of recent advancements in privacy-preserving artificial intelligence (AI) techniques within the biomedical field. 

Their work systematically categorized state-of-the-art approaches such as federated learning and other privacy-preserving 

methods, analyzing each in terms of their strengths, weaknesses, and open challenges. They emphasized the importance of 

protecting sensitive biomedical data like genomic information while still enabling AI-driven research and collaboration. 

The key achievement of the study was the proposal of a unified taxonomy for these techniques and the identification of 

hybrid models particularly the integration of federated learning with complementary privacy-preserving methods as the 

most promising path forward.  

 

Abaoud et al., [23] introduced privacy-preserving federated learning framework aimed at enabling secure collaboration 

among healthcare institutions without compromising patient privacy. Their approach allows multiple institutions to 

collaboratively train machine learning models on decentralized data, ensuring that sensitive information remains local and 

confidential. To reinforce data protection during model aggregation, the framework incorporates secure multi-party 

computation and differential privacy techniques. The authors validated their method through extensive simulations, 

evaluating performance in terms of accuracy, computational efficiency, and privacy preservation. Results demonstrated 

that their framework outperformed existing methods by delivering better utility while offering strong privacy guarantees. 

Ultimately, their study confirms the feasibility and effectiveness of secure, privacy-aware collaboration in healthcare data 

analysis, paving the way for broader adoption of federated learning in clinical research and practice. Xie et al., [24] 

proposed a novel federated learning framework that ensures privacy-preserving collaboration on medical data by 

integrating adaptive differential privacy. Their method dynamically modifies the privacy budget according on training 

progress and data sensitivity, introducing a dual-layer privacy protection system that combines local and central differential 

privacy. The system employs a hierarchical design in which edge servers carry out initial model aggregation in order to 
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increase scalability and privacy. In order to properly balance privacy and model effectiveness, an adaptive privacy budget 

allocation approach was developed. Additionally, the system uses strong aggregation methods to handle data diversity 

without violating privacy requirements. The authors defined privacy constraints and demonstrated convergence through 

theoretical analysis. Experimental results on real-world medical datasets showed 92.5% accuracy, an 85% reduction in 

privacy loss, and 87% resistance against membership inference attacks, outperforming baseline methods.  

 

Haripriya et al., [25] explored the integration of transfer learning and federated learning to enhance privacy-preserving 

medical image classification. Using GoogLeNet and VGG16, pre-trained on ImageNet and fine-tuned on datasets for 

tuberculosis (TB) chest X-rays, brain tumor MRIs, and diabetic retinopathy, they demonstrated high classification accuracy 

while maintaining data privacy. To assess scalability and robustness, they extended the analysis using modern architectures 

like EfficientNetV2 and ResNet-RS. A central innovation of the study is a novel adaptive aggregation method that switches 

between Federated Averaging (FedAvg) and Federated Stochastic Gradient Descent (FedSGD) based on data divergence, 

improving convergence and communication efficiency. The proposed framework proved to be scalable and secure, 

enabling healthcare institutions to collaboratively train AI models with high accuracy while safeguarding sensitive medical 

data. Moon and Won [26] reviewed the current and emerging applications of federated learning (FL) in healthcare, 

emphasizing its decentralized and privacy-preserving nature. They highlighted successful implementations of FL across 

various domains, including COVID-19 detection, brain tumor segmentation, mammogram analysis, sleep quality 

prediction, and smart healthcare systems. The study not only cataloged these use cases but also addressed privacy concerns 

associated with FL and examined existing methods to enhance data privacy within federated settings.  

 

Table 3. Summary of Privacy-Preserving Methods in Machine Learning (ML) for Healthcare 

Authors Methodology Dataset Used Performance Limitations 

Khalid et al. [20] Review of privacy-

preserving AI methods 

(Federated Learning, 

Hybrid Techniques) 

Literature-

based 

Identified major 

barriers to clinical AI; 

reviewed state-of-the-

art FL and hybrid 

privacy-preserving 

methods 

No experimental results; 

focused on theoretical 

analysis 

Torkzadehmahani 

et al. [22] 

Structured taxonomy of 

FL and privacy-

preserving AI; evaluated 

hybrid models 

Biomedical 

data 

(theoretical) 

Proposed unified 

taxonomy; hybrid 

models identified as 

most promising for 

scalable privacy 

Increased 

computation/network cost 

in hybrid models; no 

experimental validation 

Abaoud et al. [23] Federated learning 

framework with secure 

multi-party computation 

and differential privacy 

Simulated 

medical 

datasets 

Outperformed 

baselines in accuracy, 

privacy preservation, 

and efficiency 

Focused on simulation; 

lacks real clinical 

deployment 

Xie et al. [24] Hierarchical FL with 

adaptive dual-layer 

differential privacy; 

adaptive budget 

allocation strategy 

Real-world 

medical 

datasets 

92.5% accuracy, 85% 

privacy loss reduction, 

87% resistance to 

membership inference 

attacks 

Complexity in tuning 

dynamic privacy budget 

and scalability 

Haripriya et al. 

[25] 

Transfer learning + FL 

for medical image 

classification; adaptive 

FedAvg/FedSGD 

switching 

TB X-rays, 

Brain MRIs, 

Retinopathy 

High accuracy; 

adaptive aggregation 

improved convergence 

and communication 

efficiency 

Depends heavily on 

pretrained models and 

specific image modalities 

Moon & Won [26] Review of FL use cases 

in healthcare (e.g., 

COVID-19, brain tumor, 

mammograms, smart 

health systems) 

N/A (review 

paper) 

Cataloged successful 

FL applications; 

highlighted future 

directions and data 

privacy challenges 

Generalized across 

domains; lacked technical 

depth in algorithmic 

evaluation 

 

Limitations of current approaches 

Despite notable progress in applying ML, DL, and FL to healthcare, several key limitations persist across current 

approaches. Many federated learning studies remain confined to classical ML models such as logistic regression and 

support vector machines, lacking integration with more expressive deep learning frameworks. Furthermore, most 

implementations are constrained to simulation environments or narrowly scoped use cases (e.g., COVID-19 or electronic 

health records), limiting generalizability and real-world applicability. Critical issues such as data heterogeneity, non-IID 
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distributions, and communication efficiency in FL are often acknowledged but insufficiently addressed. Similarly, existing 

CVD detection techniques often rely on single modalities (e.g., ECG or ultrasound) and tend to focus on specific 

populations (e.g., patients with erectile dysfunction or diabetic retinopathy), reducing their clinical generalizability.  

While some studies demonstrate high accuracy, they frequently lack validation on large, diverse, real-world datasets and 

offer limited pathways for deployment in actual hospital settings. Privacy-preserving ML techniques especially those 

involving hybrid approaches like combining FL with differential privacy or secure multi-party computation show promise 

but introduce new technical complexities such as increased computation, privacy budget tuning, and scalability concerns. 

Moreover, a significant proportion of the literature remains theoretical or review-based, offering limited empirical 

validation.  

 

3. PROPOSED METHOD 

 

In this section, we detail the dataset, preprocessing steps, federated learning framework, model architecture, and training 

procedure adopted in our study as shown in figure 1. 

 

 
Figure 1. Proposed federated learning process. 

 

Dataset Description 

We employed the 10-year risk of coronary heart disease Kaggle dataset [27], comprising C = 4234 samples with m = 15 

clinical features (e.g., age, blood pressure, cholesterol levels) and a binary label y ∈ {0, 1} indicating disease onset within 

ten years. The original class distribution is imbalanced (15% positive, 85% negative), which we address via Synthetic 

Minority Oversampling Technique  to generate synthetic minority samples. After oversampling, the dataset size becomes 

N = 7100, with balanced classes. 

 

Data Preprocessing 

Each feature vector 𝑥𝑖 ∈ ℝ𝑚 is standardized using 

 

𝑥𝑖,𝑗 =
𝑥𝑖,𝑗 − 𝜇𝑗

𝜎𝑗

 , 

Where 𝜇𝑗 and 𝜎𝑗 are the mean and standard deviation of feature 𝑗 across the training set. SMOTE is then applied to the 

minority class to mitigate imbalance. 
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Federated Learning Framework 

We adopt a client-server FL architecture using the Flower framework and the FedAvg strategy  

 

Server Configuration 

The implementation details: 

 Server Address: 0.0.0.0:8080 

 Framework: Flower 

 Federated Strategy: FedAvg 

 Communication Rounds: 10 (in referenced case), up to 50 for extended runs 

 Local Training Settings: 30 epochs, batch size 32, Adam optimizer, learning rate 0.0005 

 

The federated system was implemented using the Flower framework, with the central server hosted at 0.0.0.0:8080. The 

system followed a synchronous aggregation strategy across K = 5 clients, with each round consisting of 30 local epochs, 

batch size of 32, and an Adam optimizer (learning rate 0.0005). The training spanned T = 10 to 50 communication rounds, 

depending on the experiment. 

 

Global Model Initialization: Server initializes global weights w⁰. 

Local Training (Client k): Each of 𝐾 =  5 clients receives 𝑤𝑡, performs 𝐸 = 10 local epochs (batch size 𝐵 =64, Adam 

optimizer with learning rate 𝜂 = 5 × 10⁻⁴), and computes updated weights 𝑤𝑘
𝑡 . 

Secure Aggregation: Clients send encrypted model updates; server aggregates via 

𝑤𝑡+1 = ∑
𝑛𝑘

𝑁

𝐾

𝑘=1

𝑤𝑘
𝑡 , 

Where 𝑛𝑘is the local sample count and N =∑ 𝑛𝑘𝑘  

Iteration: Steps 2–3 repeat for T = 50 communication rounds. 

 

Model Architecture 

On each client, we deploy a four-layer feedforward neural network with ReLU activations: 

 

ℎ(1) = 𝑅𝑒𝐿𝑈(𝑊(1)𝑥 + 𝑏(1)), 

ℎ(2) = 𝑅𝑒𝐿𝑈(𝑊(2)ℎ(1)𝑥 + 𝑏(2)), 

ℎ(3) = 𝑅𝑒𝐿𝑈(𝑊(3)ℎ(2)𝑥 + 𝑏(3)), 

𝑦̂ = 𝜎(𝑊(4)ℎ(3)𝑥 + 𝑏(4)), 

Where 𝜎 is the sigmoid activation yielding the predicted probability of CVD. 

 

 

Algorithm 1: Client-Side Local Training and Secure Update. 

 

 

Input: Dataset at client 𝑐: 𝐷𝑐 = {(𝑥, 𝑦) | 𝑥 ∈  ℝ𝑚, 𝑦 ∈ ℝ} 

Public key: 𝐾𝑒𝑦𝑝𝑢𝑏 

1: Xtrain, Xtest, ytrain, ytest ← train_test_split(D) 

2: h ← global_model 

3: h.fit(Xtrain, ytrain) 

4: W ← ∅ // Create an empty matrix for the encrypted layer weights 

5: for each layer ∈ h do 

6:   ⟦W⟧ ← encrypt_fractional(layer.weights, Keypub) // Encrypt the layer weights with public key. 

7: end for 

8: Return ⟦W⟧ // The encrypted weight matrix 

 

This secure update step ensures privacy by encrypting model parameters before transmission 

 

Loss Function and Optimization 

We optimize the binary cross-entropy loss on each client: 

ℒ = −
1

𝑛𝑘

∑[𝑦𝑖 log 𝑦̂𝑖 + (1 − 𝑦𝑖) log(1 − 𝑦̂𝑖)]

𝑛𝑘

𝑖=1

. 

Algorithm 1: Model training in each client 
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Model parameters are updated via the Adam optimizer (𝛽₁ = 0.9, 𝛽₂ = 0.999) over E local epochs per round. 

4. RESULTS AND ANALYSIS 

 

We evaluate convergence, predictive performance, communication efficiency, and conduct an ablation study. All metrics 

are reported on held-out test data, aggregated across clients. 

 

Convergence Analysis 

Figure 2 shows global loss decreasing monotonically from 0.93 to 0.45 over T = 50 rounds, closely tracking local losses. 

This confirms that FedAvg effectively minimizes the empirical risk. 

ℒ𝑔𝑙𝑜𝑏𝑎𝑙(𝑤) = ∑
𝑛𝑘

𝑘 = 1
 ℒ𝑘(𝑤).

𝐾

𝑘=1

 

Figure 2. Loss over 50 rounds 

 

Predictive Performance 

Global model accuracy improves from 76% at round 1 to 94% at round 50 Figure 3. Precision, recall, and F₁-score at round 

50 are 0.94, 0.93, and 0.935 respectively, outperforming centralized and local baselines (centralized MLP: 91% accuracy; 

RF with SMOTE: 80%). 

 

Table 4. Convergence Metrics over Rounds (Global Model) 

Round Accuracy (%) Loss 

1 76.0 0.93 

10 84.2 0.72 

25 89.6 0.58 

50 94.0 0.45 

 

Table 4 illustrates the convergence behavior of the global model over the course of 50 federated learning rounds. At the 

initial round (Round 1), the model begins with a baseline accuracy of 76.0% and a relatively high loss of 0.93, indicating 

limited generalization and a high prediction error. As training progresses, substantial improvements are observed. By 

Round 10, the model accuracy rises to 84.2% while the loss decreases to 0.72, demonstrating the early effectiveness of 

collaborative training. At Round 25, the model continues to improve, reaching 89.6% accuracy and a reduced loss of 0.58, 

confirming stable learning with enhanced discriminative capability. Finally, by Round 50, the global model achieves its 

peak performance with 94.0% accuracy and a minimal loss of 0.45, indicating strong convergence and reliable 

generalization. 
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Figure 3. Accuracy over 50 rounds 

Communication Efficiency 

Per-round communication per client grows from 5.0 MB to 9.9 MB as model state size increases, with the global 

aggregation payload averaging 9.0 MB at round 50 Figure 3. Communication cost per round Cₜ for client k is 

𝐶𝑘,𝑡 = |𝑤𝑘
𝑡 | × 32 𝑏𝑖𝑡𝑠 

And total overhead over 𝑇 round is ∑ 𝐶𝑡𝑡 ≈ 400MB per client, demonstrating scalability within practical network limits. 

 

Table 4. Communication Overhead per Round 

Round Avg. Client Upload 

(MB) 

Server Aggregation 

Payload (MB) 

1 5.0 5.2 

10 6.7 7.1 

25 8.3 8.7 

50 9.9 9.0 

Table 4 summarizes the communication overhead observed during federated training across selected rounds. It shows a 

gradual increase in both the average client upload size and the server aggregation payload, starting from 5.0 MB and 5.2 

MB in Round 1 to 9.9 MB and 9.0 MB by Round 50. This growth reflects the increasing complexity of model updates as 

training progresses. Despite the rise, the communication remains within a manageable range, demonstrating that the 

proposed framework is both efficient and scalable for deployment in real-world, bandwidth-constrained healthcare 

environments. 

 

Figure 4. Communication overhead per Federated rounds 

 

Figure 4 above visualizes the communication overhead per federated learning round, showing both the average client 

upload size and the server aggregation payload in megabytes (MB). It clearly illustrates a steady increase in data 

exchanged as training progresses, reflecting model complexity growth. This helps validate the communication efficiency 
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of the proposed system across training rounds.  

 

Table 5. Federated Accuracy across Clients and Global Model (10 Rounds) 

Round Client 1 Client 2 Client 3 Client 4 Client 5 Global Accuracy 

1 76% 78% 74% 80% 77% 78% 

2 78% 80% 76% 83% 79% 80% 

3 85% 90% 88% 92% 89% 90% 

4 87% 91% 89% 93% 90% 91% 

5 89% 92% 90% 94% 91% 92% 

6 91% 93% 91% 95% 92% 93% 

7 92% 94% 92% 96% 93% 94% 

8 93% 95% 93% 97% 94% 95% 

9 94% 96% 94% 98% 95% 96% 

10 95% 97% 95% 99% 96% 97% 

 

Table 5 presents the progression of classification accuracy for each participating client and the global model over 10 

communication rounds in the federated learning setup. At the outset (Round 1), client accuracies ranged between 74% and 

80%, while the global model achieved a starting accuracy of 78%. As the training rounds progressed, each client showed 

steady performance improvements due to local updates and iterative aggregation. By Round 5, all clients had exceeded 

89%, and the global model reached an accuracy of 92%, indicating strong collaborative learning. By the final round (Round 

10), each client had attained accuracy levels between 95% and 99%, while the global model peaked at 97%. These results 

confirm that the federated training process enables consistent convergence and mutual benefit across all participating 

clients. Moreover, the global model’s accuracy closely tracked and aggregated the improvements across clients, validating 

the efficacy of the Federated Averaging (FedAvg) strategy.  

 

Table 6. Federated Communication Efficiency Over 10 Rounds 

Round Data Sent (KB) Communication 

Time (s) 

1 75 15.3 

2 75 15.1 

3 75 14.9 

4 75 14.8 

5 75 14.7 

6 75 14.6 

7 75 14.5 

8 75 14.4 

9 75 14.3 

10 75 14.2 

 

Table 6 illustrates the communication efficiency of the federated learning framework over 10 rounds. The data sent per 

round remains constant at 75 KB, indicating stable transmission volume throughout training. Meanwhile, communication 

time gradually decreases from 15.3 seconds in Round 1 to 14.2 seconds in Round 10, reflecting improved system efficiency 

as the model converges. These results highlight the lightweight and consistent communication behavior of the proposed 

framework. 

 

Comparison with Centralized Baseline 

We trained the same MLP centrally on pooled data for 50 epochs (batch size 64, 𝜂 = 5 × 10⁻⁴). The centralized model 

converged to 91% accuracy and 0.52 loss, compared to 94% accuracy and 0.45 loss in federated setup, highlighting FL’s 

ability to match or exceed centralized performance without sharing raw data. 
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Table 7. Performance Comparison between Federated Learning and Centralized Baseline 

Model Accuracy 

(%) 

Loss F1-Score 

(%) 

Precision 

(%) 

Recall 

(%) 

Federated 

Learning 

94.0 0.45 0.935 0.94 0.93 

Centralized 

Baseline 

91.0 0.52 0.895 0.90 0.89 

 

Table 7 compares the performance of the proposed federated learning model with a traditional centralized baseline. The 

federated model achieved superior results across all metrics, including 94.0% accuracy, 0.935 F1-score, and 0.45 loss, 

outperforming the centralized baseline which recorded 91.0% accuracy, 0.895 F1-score, and a higher loss of 0.52. Precision 

and recall also improved under the federated setup. 

 

Table 8. Accuracy Comparison of Traditional, Deep Learning, and Federated Variants for CVD Detection. 

Models Accuracy 

Adaboost 75% 

XGBoost 80% 

Random Forest 78% 

Deision Tree 80% 

CNN 70% 

RNN 72% 

CNN with federated Learning 78% 

RNN with Federated Learning 76% 

Random Forest with Federated Learning 77% 

 

The results presented in table 8 offer a comparative view of multiple machine learning and deep learning models, both in 

standalone and federated settings, for CVD detection. Among the traditional ML models, XGBoost and Decision Tree 

emerged as the top performers, both achieving an accuracy of 80%, while Random Forest and Adaboost followed with 

78% and 75% respectively. Deep learning architectures, when applied individually, yielded moderate performance: CNN 

achieved 70% and RNN 72%, indicating potential underfitting or lack of diversity in the input data without cross-

institutional learning.  

 

When federated learning was integrated, interesting trends emerged. CNN with FL improved significantly to 78%, 

surpassing its centralized counterpart by 8 percentage points. Similarly, RNN with FL showed marginal gains over its 

centralized variant (76% vs. 72%). However, Random Forest with FL slightly underperformed its centralized version (77% 

vs. 78%), suggesting that ensemble models may already generalize well in local training environments without needing 

federated aggregation. 

 

Ablation Study 

We systematically evaluate three factors: 

 Effect of SMOTE: Without SMOTE, global accuracy plateaus at 88% (vs. 94% with SMOTE), indicating the 

importance of class-balance techniques in federated settings. 

 Number of Clients: Reducing K from 5→3 clients yields final accuracy of 91%, demonstrating robustness to 

fewer participants. 

 Local Epochs (E): Varying 𝐸 ∈ {5,10,20} shows optimal performance at E=10; too few epochs slow 

convergence, while too many (E=20) increases divergence due to non-IID data, degrading accuracy to 92%. 

 

Table 9. Ablation Study Results for Key Hyperparameters and Data Strategies 

Experimental Setting Description Accuracy (%) 

With SMOTE (K=5, E=10) Balanced data, optimal client setup 94.0 

Without SMOTE (K=5, E=10) No balancing applied 88.0 
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Fewer Clients (K=3, E=10) Lower client participation 91.0 

More Local Epochs (K=5, E=20) Risk of client drift 92.0 

 

Figure 5. Ablation study results 

 

Table 9 and figure 5 visualizes the results of the ablation study, highlighting how different hyperparameters and data 

strategies impact model accuracy. Using SMOTE with an optimal client setup (K=5, E=10) yielded the highest accuracy 

(94.0%), while removing SMOTE dropped performance to 88.0%. Reducing the number of clients slightly decreased 

accuracy (91.0%), and increasing local epochs improved performance moderately (92.0%) but at the potential cost of client 

drift. 

 

5. DISCUSSION 

 

The experimental results obtained from our proposed federated learning framework demonstrate significant improvements 

in predictive performance and privacy preservation for cardiovascular disease detection. Compared to traditional 

centralized models, our FL approach achieved a higher classification accuracy of 94.0% and an F1-score of 0.935, 

outperforming the centralized model's 91.0% accuracy and 0.895 F1-score. Precision and recall also improved to 0.94 and 

0.93 respectively as shown in figure 6, indicating that the model maintains a strong balance between false positives and 

false negatives.  

 

Our model showed steady convergence over 50 communication rounds, with global loss reducing from 0.93 to 0.45 and 

accuracy increasing from 76% to 94%. In terms of system performance, the communication overhead per round was modest 

(~75 KB), underscoring the framework’s suitability for deployment in real-world, bandwidth-limited healthcare settings. 

These results are especially relevant in edge computing or Internet of Medical Things (IoMT) environments, where network 

constraints are a critical consideration. 

 

The ablation study further revealed that preprocessing techniques, particularly the use of the Synthetic Minority 

Oversampling Technique (SMOTE), played a crucial role in improving model generalization. Models trained without 

SMOTE plateaued at around 88% accuracy, whereas those with SMOTE achieved up to 94%, underscoring the importance 

of addressing class imbalance in healthcare datasets. Additionally, we found that using five clients (K=5) with ten local 

training epochs (E=10) offered the best trade-off between model convergence, generalization, and communication 

efficiency. Reducing the number of clients to three (K=3) slightly degraded performance, reaffirming the value of diverse 

data contributions in federated aggregation. 

 

Clinically, the FL design satisfies stringent privacy requirements mandated by data protection laws such as the GDPR and 

HIPAA. By eliminating centralized data pooling and instead sharing encrypted model updates, the risk of data leakage or 

unauthorized access is significantly reduced. This makes the framework not only a high-performing model but also a 

privacy-respecting solution that aligns with legal and ethical standards in digital health. 
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Figure 6. Proposed model vs Centralized model performance 

 

Table 10. Proposed model Comparison with Existing Works 

Studies Methodology Accuracy 

Abdullah et al [28]  ML ensemble-based approach 88.70% 

Arroyo and Delima [29] GA-ANN 73.43% 

Otoum et al [30] TabNet 82.2% 

Arooj [31] Deep Convolutional Neural 

Network (DCNN) 

91.71% 

Rabbi et al [32] ANN  85.2% 

Khan et al [33] asynchronous federated deep 

learning approach for cardiac 

prediction (AFLCP) 

89.9% 

Rodriguez et al., [34] SVM 83.3% 

Baghdadi et al [35] Catboost model  90.94% 

Mohan et al [36] hybrid random forest with a linear 

model (HRFLM). 

88.7% 

Trigka and Elias [37] stacking ensemble model with 

SMOTE 

90.9% 

In this study privacy-preserving federated 

learning (FL) framework 

94% 

Table 10 presents a comparative evaluation of the proposed privacy-preserving federated learning (FL) model against 

various existing approaches for cardiovascular disease detection. The proposed model achieved the highest accuracy of 

94%, outperforming all other methods, including deep learning models like DCNN (91.71%), ensemble techniques such 

as CatBoost (90.94%), and federated approaches like AFLCP (89.9%). Traditional models, such as SVM (83.3%) and 

ANN (85.2%), also fell short in comparison. 
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Figure 7. Comparison of proposed model with existing studies 

 

The comparative analysis shown in figure 7 clearly demonstrates the superior performance of the proposed privacy-

preserving federated learning (FL) framework for cardiovascular disease detection. Achieving an accuracy of 94.0%, our 

method outperforms all ten existing studies listed, many of which employ state-of-the-art techniques such as deep 

convolutional neural networks (DCNN), ensemble models, and even other federated strategies. 

 

For instance, while Arooj [31] and Baghdadi et al. [35] achieved high accuracies of 91.71% and 90.94% respectively using 

DCNN and CatBoost, they do not incorporate privacy-preserving mechanisms, which are critical in sensitive medical 

applications. Similarly, Trigka and Elias [37] leveraged SMOTE with stacking ensemble methods to reach 90.9%, yet still 

fall short of our model’s performance. 

 

Khan et al. [33] used an asynchronous federated learning strategy (AFLCP), attaining 89.9%, which is notably lower than 

our 94.0%. This reinforces the effectiveness of our optimized federated design that balances privacy, performance, and 

communication efficiency. Moreover, traditional methods such as ANN [32], SVM [34], and gradient-based models [30] 

typically perform in the 73% - 89% range and lack scalability across distributed environments. 

 

The observed pattern indicates that integrating advanced model architectures with federated privacy-preserving 

mechanisms provides not only compliance with regulatory requirements (e.g., HIPAA, GDPR) but also tangible 

performance benefits. By combining robust local training, smart aggregation (FedAvg), and strategic preprocessing like 

SMOTE, our study offers a highly scalable, accurate, and secure approach that is well-suited for real-world healthcare 

applications. 

 

6. LIMITATIONS AND FUTURE DIRECTIONS 

 

While our FL framework demonstrates high accuracy and privacy compliance, there are areas for future enhancement. The 

current setup assumes honest-but-curious clients; extending the system to tolerate malicious actors would increase 

robustness. Additionally, real-time deployment with electronic health record (EHR) integration and cross-modal data (e.g., 

ECG + imaging) would offer a more holistic diagnostic system. Future research may also incorporate differential privacy 

or homomorphic encryption to further fortify security. 

 

7. CONCLUSION 

 

Since cardiovascular disease is still one of the world's leading causes of morbidity and mortality, early identification is a 

vital healthcare objective. But conventional deep learning and machine learning methods for illness prediction usually 

depend on centralised data collecting, which raises significant issues with data accessibility, patient privacy, and regulatory 

compliance. In this article, we proposed a privacy-preserving federated learning architecture for early CVD diagnosis with 
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decentralised clinical data in order to overcome these issues. 

 

Our approach leveraged a multilayer neural network trained collaboratively across multiple distributed clients using the 

Federated Averaging (FedAvg) strategy. The system was implemented with robust data preprocessing techniques, 

including feature normalization and class rebalancing via SMOTE, to optimize model generalization in non-IID 

environments. Through extensive experimentation on a real-world CVD dataset, the proposed model achieved a 

classification accuracy of 94.0%, significantly outperforming both centralized and local baseline models. Precision, recall, 

and F1-scores further supported the model's balanced and reliable predictive capabilities. 

 

Beyond performance, the framework demonstrated practical feasibility by maintaining low communication overhead (~75 

KB per round), validating its scalability in bandwidth-constrained environments such as rural clinics or edge-based systems. 

Our ablation study highlighted the importance of key hyperparameters and data preprocessing strategies, while comparative 

evaluations with existing state-of-the-art models confirmed the superiority of our federated approach in both performance 

and privacy preservation. 
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